Form PTO-1449 U.S. DEPARTMENT OF COMMERCE 


Attorney Docket Number 


Application/Patent Number 


(Substitute) PATENT AND TRADEMARK OFFICE 


BEAS-01371US1 


10/786,742 


Information Disclosure Statement 


Applicant/Patent Owner 




BY APPLICANT 


Christopher Bales, et al. 




(Use several sheets if necessary) 


Filing/Issue Date 


Group Art Unit 




February 25, 2004 


2191 



ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /J.H./ 



U.S. PATENTS 


Examiner 




Patent Number 


Issue Date 


First Named Inventor 


Class 


Subclass 


Filing 

Date 






5872928 


02-1999 


Lewis, et al. 












6055637 


04-2000 


Hudson, et al. 












6,158010 


12-2000 


Moriconi, et al. 












6202066 


03-2001 


High, et al. 












6243747 


06-2001 


Lewis, et al. 












6,292,900 


09-2001 


Ngo, et al. 












6385627 


05-2002 


Cragun, Brian John 












6339826 


01-2002 


Hayes, et al. 












6397231 


05-2002 


Salisbury, et al. 












6412070 


06-2002 


Van Dyke, et al. 












6510513 


01-2003 


Danieli, Damon V. 












6574736 


06-2003 


Andrews, Anthony D. 












6581054 


06-2003 


Bogrett, Steven W. 












6978379 


12-2005 


Goh, et al. 












7185192 


02-2007 


Kahn, Clifford E. 












7085755 


08-2006 


Bluhm, et al. 












7093200 


08-2006 


Schreiber, et al. 












7093283 


08-2006 


Chen, et al. 












7219140 


05-2007 


Marl, et al. 









































U.S. Patent Application No. 10/786,742 - 4 - 

Attorney Docket No.: BEAS-01371US1 
M:\tliu\wp\BEAS\1351-1399\1371USl\IDS.wpd 

Examiner Signature: /John HeffingtOII/ Date Considered:_ 



104.001:011706 

10/05/07-08:34 



06/08/2008 





Form PTO-1449 U.S. DEPARTMENT OF COMMERCE 


Attorney Docket Number 


Application/Patent Number 


(Substitute) PATENT AND TRADEMARK OFFICE 


BEAS-01371US1 


10/786,742 


Information Disclosure Statement 


Applicant/Patent Owner 




BY APPLICANT 


Christopher Bales, et al. 




(Use several sheets if necessary) 


Filing/Issue Date 


Group Art Unit 




February 25, 2004 


2191 



ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /J.H./ 



U.S. PATENT PUBLICATIONS 


Examiner 




Patent Application Publication Number 


Publication Date 


Applicant 






2001/0032128 


10-2001 


Kepecs, Jonathan 






2001/0047485 


11-2001 


Brown, et al. 






2002/0019827 


02-2002 


Shiman, et al. 






2002/0112171 


08-2002 


Ginter, et al. 






2002/0147645 


10-2002 


Alao, et al. 






2002/0152267 


10-2002 


Lennon, Alison J. 






2002/0188869 


12-2002 


Patrick, Paul 






2003/0032409 


02-2003 


Hutcheson, et al. 






2003/0046576 


03-2003 


High, et al. 






2003/0126464 


07-2003 


McDaniel, et al. 






2003/0135490 


07-2003 


Barrett, et al. 






2003/0220913 


11-2003 


Doganata, et al. 






2004/0167899 


08-2004 


Patadia, et al. 






2004/0215650 


10-2004 


Shaji, et al. 






2004/0243824 


12-2004 


Jones, Thomas C. 






2005/0086206 


04-2005 


Balasubramanian, et al. 






2006/0122882 


06-2006 


Brown, et al. 






2007/0083484 


04-2007 


McVeigh, et al. 



FOREIGN PATENT DOCUMENTS 


Examiner 




Document Number 


Publication 

Date 


Country 


Class 


Subclass 


Trans- 


Yes 


No 





















U.S. Patent Application No. 10/786,742 - 5- 

Attomey DocketNo.: BEAS-01371US1 104.001:011706 

M:\tbu\wp\BEAS\1351-1399\137iySl\TDSnypd 10/05/07-08:34 

Examiner Signature: ^John Heffirigton/ Date Considered:_ 



06/08/2008 





Form PTO- 1449 
( Substitute ) 



U.S. DEPARTMENT OF COMMERCE 
PATENT AND TRADEMARK OFFICE 

Information Disclosure Statement 
BY APPLICANT 

(Use several sheets if necessary) 

I Filing/Issue Date 
| February 25, 2004 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /J.H./ 



Attorney Docket Number 


Application/Patent Number 


BEAS-01371US1 


10/786,742 


Applicant/Patent Owner 




Christopher Bales, et al. 





Group Art Unit 
2191 



NON-PATENT LITERATURE DOCUMENTS 

(Include name of the author (in CAPITAL LETTERS), title of the article, title of the item (book, magazine, journal, serial, symposium, catalog, 
etc.) date, pages, volume-issue number(s), publisher, city and/ or country where published. 






HAYTON, R.J., et al., “Access Control in an Open Distributed Environment”, 1998, Cambridge, 
United Kingdom, 12 pages. 






BERTINO, E., et al., “TRBAC: A Temporal Role-Based Access Control Model”, August 2001, © 2001 
ACM, ACM Transactions on Information and System Security, Vol. 4, No. 3, 33 pages. 






SANDHU, R.S., “Role-Based Access Control Models”, February 1996, IEEE Computer, Vol. 29, No. 
2, 22 pages. 






COVINGTON, M., et al., “Securing Context-Aware Applications Using Environment Roles”, © 2001 
ACM, ACM Workshop on Role Based Access Control, Proceedings of the Sixth ACM Symposium on 
Access Control Models and Technologies, SACMAT ‘01, May 3-4, 2001, Chantilly, Virginia, USA, 
pages 10-20, (11 pages). 






YAO, W., et al. “A Model of OASIS Role-Based Access Control and Its Support for Active Security”, 
© 2001 ACM, ACM Workshop on Role Based Access Control, Proceedings of the Sixth ACM 
Symposium on Access Control Models and Technologies, SACMAT ‘01, May 3-4, 2001, Chantilly, 
Virginia, USA, pages 171-181, (1 1 pages). 






GEORGIADIS, C. K., “Flexible Team-Based Access Contol Using Contexts”, © 2001 ACM, ACM 
Workshop on Role Based Access Control, Proceedings of the Sixth ACM Symposium on Access 
Control Models and Technologies, SACMAT ‘01„ ay 3-4, 2001 Chantilly, Virginia, USA, pages 21-27, 
(7 pages). 






TZELEPI, S., et al., “A Flexible Content and Context-based Access Control Model for Multimedia 
Medical Image Database Systems”, © 2001 ACM, International Multimedia Conference, Proceedings 
of the 2001 Workshop on Multimedia and Security: New Challenges, October 5, 2001, Ottawa, 
Canada, pages 52-55 (4 pages). 






GOH, C., et al., “Towards a More Complete Model of Role”, © 1998 ACM, Symposium on Access 
Control Models and Technologies, Proceedings of the Third ACM Workshop on Role-based Access 
Control, 1998, Fairfax, Virginia, USA, pages 55-61 (7 pages). 






LEE, A., et al., “Keeping Virtual Information Resources Up and Running”, November 1997, IBM 
Press, Pages 1-14. 


Examiner I Date Considered i 



U.S. Patent Application No. 10/786,742 
Attorney Docket No.: BEAS-01371US1 
M:\tliu\wp\BEAS\1351-1399\1371USl\IDS.wpd 
Examiner Signature: /John Heffington/ 



Date Considered: 06 / 08/2008 



104.001:011706 

10/05/07-08:34 





